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PSNI RECOMMENDATIONS

o All staff should be wary of providing sensitive company information, by phone or other means,
especially contract and account information including references.

® Establish with suppliers, and internally, points of contact for handling and changing sensitive
information for that may benefit fraudsters.

e Call-back your supplier using records in your system (not on the letter) to check the veracity
of the request.

® Get a confirmatory email from the expected corporate email address.

® Make a note of your enquiries; be willing to double check information.

® Other policies may need review - clear desk, information security, staff vetting, internal and
external financial controls.

® Do not publish account details and signatures on yearly reports.

FURTHER CHECKS THAT MAY BE CONSIDERED

® Enquiries to verify the new payee account details. With most types of bank transfer, only the
Sort Code and Account number are verified, not the account holder’s name.

® When contacting companies, do not automatically use the information provided on suspicious
letters, faxes and email. Check this against contract documentation, payment records and
other information. Contact the accounts department direct and not the name on the letter.

® Internet checks may highlight discrepancies and previous attempts. However, fraudsters may
create incorrect records on the web, including business directory entries and web sites, in order
to mislead.

® Check the details on any request for change - company numbers, VAT registration numbers,
contact details, web and email information.

® Companies House information should be treated with caution. It is only a register and there are
significant problems with details being changed in order to divert goods and payments.

® |f making contact by phone, do this via main switchboards. Telephone calls may be re-directed,
email addresses and incoming phone numbers are easily changed to look like legitimate ones.

[F A PAYMENT HAS BEEN MADE

® Faster Payments where bank transfers take only a few minutes are monitored by the fraudster
and money may be moved on very quickly making it impossible to freeze the account and
recover the money.

® Banks usually only refund money when they are at fault. If a duly authorised transaction is made
the loss will remain with the organisation making the payment.

® The correct organisation will still have to be paid unless it can be proved that they acted
fraudulently.

|F FRAUD OR OTHER CRIME IS SUSPECTED

® Do not continue with the transaction. You may not get your money back.

® Report your suspicions to the bank whose details you have been given.

® Follow the ‘reporting fraud” advice on the PSNI web site.

® Where money has been lost, and you can identify the offender, a report to your local Police
may be more appropriate.

® Fraud by False Representation does not require money to be lost. In these circumstances a
report to Action Fraud may be more appropriate.

® Fraud is not the only offence that may be alleged - Theft (employee), False Accounting or
Money Laundering offences may be apparent and advice would be given at the time of making
areport to Police.

® Preserve any document and other correspondence for forensic examination.
Place them carefully in a document holder and do not delete computer records.



